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Workshop & Conference Network

Connectivity sponsored by Bhutan Telecom

Dual stack network
— Public /24 for IPv4
— /64 for IPv6

We decided to deploy “IPv6 mostly”

This means:
— Devices that support will only use IPv6

— Devices that do not support will use:

 dual-stack (if they can)
 IPv4 (if they don't support IPv6)



“IPv6 mostly”: interface configuration

interface FiveGigabitEthernet0/0/0

ip address 163.227.23.1 255.255.255.0

ip verify unicast source reachable-via rx
nat64 enable
address 2405:D000:1234:AB23::1/64

ipvé6

ipv6

ipvé6

ipv6

ipvé

ipvé
]

nd ra nat64-prefix 64

nd ra dns server 2405:
nd ra dns server 2405:
nd ra dns server 2405:

verify unicast source

:FFO9B::/96

D000:0:100::214
D000:0:100::228
D000:0:100::205
reachable-via rx

interface GigabitEthernet0/0/5
description | Link to UPLINK |
ip address 163.227.22.50 255.255.255.252
nat64 enable
ipv6 address 2405:D000:1237:1111::1/64

Cisco I0S-XE
17.18(2)



“IPv6 mostly”. nat64 configuration

ip dhcp pool BTNOG13
network 163.227.23.0 255.255.255.0
default-router 163.227.23.1
domain-name druknet.bt
dns-server 202.144.128.214 202.144.128.228 202.144.128.205
option 108 hex 0000.1518
lease 0 1
!
ipv6é access-list NAT64-C
sequence 10 permit ipv6 2405:D000:1234:AB23::/64 any
!
nat64 v4 pool NAT64-P 163.227.24.0 163.227.24.255
nat64 vév4 list NAT64-C pool NAT64-P overload

nat64 settings fragmentation header disable
!

&/



Monitoring Tools: Smokeping

smoke
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.
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Monitoring Tools: Akvorado

@ August 25, 2026 7:46 AM —1:46 PM @ Sankey P 10 # L3% It} SrcAddr, DstAddr, SrcAS, DstAS P InlfBoundary = external

163.227.23.5
Other

Other

Other
. 62041: Telegram Messenger EUR

134715: DrukREN

17660: Bhutan Telecom

[ 149.154.167.43

mm 103.133.216.67
149.154.167.92
57.144.125.32

14.102.231.206

. 151.101.211.8

[ 202.144.130.209
[ 14.102.231.202

18024: BT ACCESS

163.227.23.3

215724: Edgevana

32934: Meta

163.227.23.253 18024: BT ACCESS

2405:d000:1234:ab23:0849:4992:2943:529 SeLiSaRasty

11 2a04:442:31::776 2405:d000:1234:ab23:5d4b:a1ca:6947:dcof Other



Monitoring Tools: LibreNMS

Traffic levels

Hide Legend | Show Previous | Show RRD Command | Zoom to Port Speed | To show trend, set to future date
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bps Now Ave Max 95th %
In 46.42k 18.31M 230.93M 75.06M
Out 7.82k 2.44M 149.97M 7.41M

Total 771.67GB (In 680.97GB Out 90.70GB)
Port Speed 1 Gbps




What we saw

* During the conference, most users on vémostly

* The below were not:
— Yes, really, that’s all. 130+ in the OVC conference hall

btnogl3#sh ip dhcp binding | i Active

163.227.23.19 0184 .7848.d8e0.88 Aug 28 2026 12:27 PM Automatic Active FiveGigabitEthernet0/0/0
163.227.23.22 01dc .4628.66c8.53 Aug 28 2026 12:51 PM Automatic Active FiveGigabitEthernet0/0/0
163.227.23.31 0128.704e.8c9b.99 Aug 28 2026 12:27 PM Automatic Active FiveGigabitEthernet0/0/0
163.227.23.33 0184 .7848.d8ca.78 Aug 28 2026 12:27 PM Automatic Active FiveGigabitEthernet0/0/0
163.227.23.43 017c.5079. ad0b.38 Aug 28 2026 12:50 PM Automatic Active FiveGigabitEthernet0/0/0
163.227.23.113 01dc.4628.6dee.bc Aug 28 2026 12:55 PM Automatic Active FiveGigabitEthernet0/0/0
163.227.23.121 011le.997.27fa.%a Aug 28 2026 12:41 PM Automatic Active FiveGigabitEthernet0/0/0
163.227.23.152 0168.c6ac.5491.c4 Aug 28 2026 12:44 PM Automatic Active FiveGigabitEthernet0/0/0
163.227.23.162 01l6c.f6da.854a.12 Aug 28 2026 12:46 PM Automatic Active FiveGigabitEthernet0/0/0
163.227.23.215 0150.bbb5.4173.30 Aug 28 2026 12:46 PM Automatic Active FiveGigabitEthernet0/0/0
P N

&/



\What we saw

 \What about NAT647?

btnogl3#sh nat64 translations total

Total number of translations:

Proto Original IPv4

Translated IPv6

9425

Translated IPv4
Original IPv6

tecp
tecp
tep
tecp
tecp
tecp
tep

tecp

64.86.217.8:443
163.227.24.0:56992
57.144.243.32:443
163.227.24.0:45528
35.199.147.118:443
163.227.24.0:58989
52.123.129.14:443
163.227.24.0:58321
129.226.103.182:443
163.227.24.0:58316
52.22.41.97:443
163.227.24.0:54898
34.54.123.167:443
163.227.24.0:43078
101.32.104.41:80
163.227.24.0:45712

[64: ££f9b::4056:d908] :
[2405:d000:1234:ab23:
[64: ££9b::3990:£320]
[2405:d4000:1234:ab23:
[64: ££f9Db::23c7:9376]
[2405:d000:1234:ab23:
[64: ££f9Db::347b:810e]
[2405:d000:1234:ab23:
[64: £f9b::8le2:67b6]
[2405:d000:1234:ab23:
[64: ££f9b::3416:2961]
[2405:d000:1234:ab23:
[64: £ff9Db::2236:7ba7]:
[2405:d000:1234:ab23:
[64: f£ff9Db::6520:6829] :
[2405:d000:1234:ab23:

443
c05d:

1443

eldf:

:443

d8ed:

:443

l4de:

1443

ebl2:

:443

ecc2:
443
b807:
80
4£83:

1b2b: ££f2£:8c51] : 55657
8221:fc5c:aed8]:45528
1633:9203:3913] :58989
a598: 665b:5bdf] : 58321
4ead:65b7:6del] :58316
bel:998e:403d] : 54898

ed76:£d428:8db9]:43078

8aed: 8deb:a64a]:45712



What we saw

* Akvorado Sankey diagram

= )26 5 AM — Y & a dr, SrcAS ¥ 3 dary = externa

18024: BT ACCESS
Other

2405:d000:1234:ab23:45:c77b:8844:4432

Other
mm 2405:d000:1234:ab23:fdb9:bd15:500e:be8

163.227.24.0
23955: Tashi InfoComm | Domestic .

16509: Amazon.com l

199524: Gcore
2405:d000:1234:ab23:30e5:89d8:7ac4:a2a0
54113: Fastly I

. 2405:d000:1234:ab23:d0f1:c6b8:9468:c1f6

I 2405:d000:1234:ab23:21d0:4d6¢:a096:1097

2405:d000:1234:ab23:ddd6:e3a:cd42:4b34
My iPad doing

App updates



What we saw

« Akvorado Sankey diagram

18024: BT ACCESS

Other

Other
2405:d000:1234:ab23:508d:d75c:9e48:dd24
e 2405:d000:1234:ab23:491e:df90:71b5:9517
32934: Meta .
163.227.24.0 23955: Tashi InfeaComm | Domestic
2405:d000:1234:ab23:794b:61d1:/989:/093 54113: Fastly
2405:d000:1234:ab23:30e5:89d8:7ac4:a2a0
[ 2405:d000:1234:ab23:ddld6:63a:0042:4b34 o m——— .

2405:d000:1234:ab23:d0f1:c6b8:9468:¢c1f6 199524: Geore



Were there problems?

Initial routing issues for the Google v6 Resolver

IPv6 /64 assigned by BT meant

Last 3 Hours from smokeping

that their IPv6 resolvers were oot

often unreachable early during ol

BTNOG workshops. ol

T s -

Which meant we had to use g sl

Google resolvers in Mumbai 20 m]

(43ms away) until the issue 10m]

was resolved | .

10:00 10:20 10:40 11:00 11:20 11:40 12:00 12:20 12:40

median rtt: 43.1 ms avg 45.0 ms max 40.2 ms min 41.8 ms now 1.1 ms sd 39.3 am/s

packet loss: 0.00 % avg 0.00 % max 0.00 % min 0.00 % now
loss color: OO0 EH1 H2 H3 E4-5 He6-10 W 11-19 MW 20/20
probe: 20 IPv6-ICMP Echo Pings (56 Bytes) every 300s

No resolver means no IPv6
(nor vémostly)

Fri Aug 28 12:54:04 2026

©

bt



Once routing issues resolved,
we moved to using the BT
resolvers

Smokeping screenshot from
27t August

BT Cache_0 Resolver v6

Were there problems?

) 2 m
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w 0 .

08:00 10:00 12:00 14:00 16:00
B med RTT 1.9 ms av md 0.0 % av ls 59.2 us av sd 32. am/as

IPv6-ICMP Echo Pings (56 Bytes)

BT Cache_1 Resolver v6

Thu Aug 27 16:27:11 2026
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08:00 l10:00 12:00 14:00 16:00
B med RTT 2.0 ms av md 0.0 % av ls 72.3 us av sd 27. am/as

IPv6-ICMP Echo Pings (56 Bytes)

BT Cache_2 Resolver v6

Thu Aug 27 16:27:11 2026
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T 2=
o 1
o m
w 0 >
08:00 10:00 12:00 14:00 16:00
B med RTT 1.9 ms av md 0.0 % av ls 97.3 us av sd 19. am/as

IPv6-ICMP Echo Pings (56 Bytes)

Thu Aug 27 16:27:11 2026



Were there problems?

Android means dual stack

and v6mostly support? \

NO!! @ » Peoplelinl

Powered by

Android




What users see on devices

12:20 2 IR o4 | 12:20 2 o T e

4 btNOG 4 IPv6 Addresses

IPv4 Address
2405:d000:1234:ab23:10ac:369a:ace

Configure IP Automatic 8:d29c¢
IP Address 192.0.0.2 2405:d000:1234:ab23:5d4b:alca:694
7:dcof = =
etk e Wi-Fi network
ubnet Mas| 55.255.255.255
2405:d000:1234:ab23:¢59:6125:de50 . 0 H
a0cf configuration settings
Router 192.0.0.1
IPV6 Address iPhone with iOS 26.6.1
IP Address 3 Addresses
Router fe80::16bc:68ff:.feQb:eecO
DNS
Configure DNS Automatic
HTTP Proxy

Configure Proxy Off b t

©



What users see on devices

philip@pfs-mbp ~ % ifconfig en@

en®: flags=88e3<UP,BROADCAST , SMART ,RUNNING,NOARP,SIMPLEX,MULTICAST> mtu 1500
opti1ons=6460<T1504,TS06, CHANNEL _IO,PARTIAL_CSUM,ZEROINVERT _CSUM>
ether
1net6 7%en@ prefixlen 64 secured scopeid 0x6
1net6 2405:d000:1234:ab23:c3c:4d37:dece:51cb prefixlen 64 autoconf secured

1net6 2405:d000:1234:ab23:9d5a:d172:25f3:5ac@ prefixlen 64 autoconf temporary
1net 192.0.0.2 netmask @Oxffffffff broadcast 192.0.0.2

1neto 2405:d000:1234:ab23:10fc:a254:50ec:5bc5 prefixlen 64 clat46

hato4 prefix 64:ff9b:: prefixlen 96

hd6 options=201<PERFORMNUD,DAD>

media: autoselect

status: active
Wi-Fi network configuration settings

MacBook Pro laptop with macOS 26.6.1



BTNOG13 Wi-Fi @ OVC

btNOG UniFi OS Server (@) Network

@® Activity  Airt All Radios

E

20

fatal

Y

) Top APs Top Clients

> e P AP Radio TX Retries
O 6 GHz

2

WiFi Connectivity

= Internet Activity

Th



BTNOG13 Wi-Fi @ OVC

«  btNOG UniFi OS Server @ Network @ ik
° > Name Connection IPv6 Address WiFi Experien... Technol... Channel IP Addr... Activity Downlo... Netw... Vend
. ¢ my Qa:ic3:f9:ae:9e:.. AP-3 (Upper) 2405:d000:1234:ab23:491:87... (] btNOG Poor WiFi 7, 2x2 40 (5 GHz, 40 MHz) 163.227.23133 48 bps 48 bps = =
OE: ° my 1e:9b:97:27:fa:9a AP-2 (Middle) 2405:d000:1234:ab23:2088:b... (] btNOG Excellent WiFi 6, 2x2 117 (6 GHz, 160 MH: 163.227.23.121 @ bps L Obps & -
@ ° my 201007028-Ga... AP-1(FRONT) 2405:d000:1234:ab23:eda5:e... [J btNOG Excellent WiIFi 5, 1x1 149 (5 GHz, 40 MHz 163.227.23.61 0 bps L @bps = =
= * my ae:fc:f0:05:3b:... AP-2 (Middle) 2405:d000:1234:ab23:1461:8... [] btNOG Excellent WiFi 7, 2x2 44 (5 GHz, 40 MHz) 163.227.23.120 344 bps 200 bps s =
- © mmy Akaa-Rii-17 “2.... AP-1(FRONT) 2405:d000:1234:ab23:1621:6... [J btNOG Poor WiFi 5, 1x1 149 (5 GHz, 40 MHz 163.227.23.134 0 bps s =
M * mm BT-843 AP-3 (Upper) 2405:d000:1234:ab23:b44ab... (J btNOG Excellent WiFi 6, 2x2 37 (6 GHz, 160 MHz 163.227.23.113 65.3 Kbps = Intel (
© ¢ mmy Choki-s-A55 o... AP-1(FRONT) 2405:d000:1234:ab23:981d:9... (] btNOG Excellent WiFi 6, 2x2 149 (5 GHz, 40 MHz 163.227.23.94 171Kbps 94.3 Kby - -
B * mm dBas AP-2 (Middle) 2405:d000:1234:ab23:586b:9... (] btNOG Excellent WiFi 6, 2x2 44 (5 GHz, 40 MHz) 163.227.23.29 88 bps & =
* my Dechen-s-AQ7.. AP-2 (Middle) 2405:d000:1234:ab23:4951:ff... (] btNOG Excellent WIFi 5, 1x1 44 (5 GHz, 40 MHz) 163.227.23.23% 6.44 Mbps 6.41 Mt = =
¢ mmy Durga-Ghalley... AP-2 (Middle) 2405:d000:1234:ab23:7143:5... [J btNOG Excellent WiFi 6, 2x2 44 (5 GHz, 40 MHz) 163.227.23.25¢ 0 bps L @ bps - -
° my e2:ff:8f:fe:86:67 AP-1(FRONT) 2405:d000:1234:ab23:1852:7f... (] btNOG Excellent WiFi 6, 2x2 69 (6 GHz, 160 MHz 163.227.23.98 0 bps & -
* my f2:42:ea:5b:98... AP-2 (Middle) 2405:d000:1234:ab23:1875:5... [(J btNOG Excellent WiFi 6, 1x1 6 (2.4 GHz, 20 MHz 163.227.23.23¢ 640 bps ~ 2
* my Galaxy-A23 b4.. AP-2 (Middle) 2405:d000:1234:ab23:8df1:c6... ] btNOG Excellent WiFi 5, 1x1 44 (5 GHz, 40 MHz) 163.227.23.28 0 bps L @ bps - -
* my Galaxy-A55-5... AP-2 (Middle) 2405:d000:1234:ab23:3f14:cc... [J btNOG Excellent WiFi 6, 2x2 44 (5 GHz, 40 MHz) 163.227.23.241 22.5 Kbps = =
© my HONOR-X9d “... AP-3 (Upper) 2405:d000:1234:ab23:7b2e:6... [J btNOG Excellent WiFi 6, 1x1 40 (5 GHz, 40 MHz) 163.227.23.218 824 bps = 2
{é} * my ICTSampaDhe... AP-3 (Upper) 2405:d000:1234:ab23:a15c:c... [J btNOG Excellent WiFi 6, 2x2 11 (2.4 GHz, 20 MHz 163.227.23.43 2.76 Kbps 1.39 Kbg - Intel ¢
* mm iPad AP-1 (FRONT) 2405:d000:1234:ab23:8d9:71... [J btNOG Poor WiFi 6, 2x2 149 (5 GHz, 40 MHz 163.227.23.112 0 bps L O bps = &
o ° mm iPad AP-1 (FRONT) 2405:d000:1234:ab23:8b1:5a... (] btNOG Excellent WiFi 6, 2x2 149 (5 GHz, 40 MHz 163.227.23.207 0 bps @ bps - -
" * mm iPad AP-1 (FRONT) 2405:d000:1234:ab23:7438:4... [J btNOG Poor WiFi 7, 2x2 149 (5 GHz, 40 MHz 163.227.23.187 0 bps ! @bps b <

PN PENPNPTP N AAAF AAAAAAAL LAAAFAFA AR LiiAA - " et A AA 4n I AL AAREILY AAA AAT AR AAF A4 L

5&1 1-100 of 127 Client Devices Rows Per Page: 100 v




BTNOG13 Wi-Fi @ OVC

8/2026, 9:00 AM to 8/2 6, 11:59 PM

Hide Legend | Show Previous | Show RRD Command | Zoom to Port Speed | To show trend, set to future date
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09:00 10:00 11:00 12:00

bps Now Ave Max 95th %
In 32.33M 37.44M 104.87M 56.84M
Out 2.24M 5.17M 38.13M 5.16M
Total 75.09GB (In 65.98G6B Out 9.11GB)
Port Speed 1 Ghps
'In Linear Prediction\n' 'Out Linear Prediction\n'




All

BSSID
00:04:56:AC:FD:FO
84:78:48:D8:CA7A
BA78:48:D8:CA7A

8E78:48:D8:CA7A

28:70:4E:8C:9B:98
84:78:48:DB:E0:8A

84:78:48:D8:E0:89

2E:70:4E:8C:9B:9A
28:70:4E:8C:9B:9A
BE:AABS76:F8:09
DB:21:F9:2D:F2:D2
BA:5D:9A:2F:C0:14

00:04:56:AC:B8:10

84:78:48:D8:CA79

Network Name
CHall-1

btNOG

bINOG

btNOG

bINOG

VP630_76F809
Conference Hall
ugaay

CHall-1

bINOG

BTNOG13 Wi-Fi @ OVC

Vendor Signal Cha... Channel Width Band Country Code  Mode Generation Security Max Rate Seen
Cambium Networks. 70% 161 80 MHz 5GHz BT alnjac 5  WPA2 (PSK) 866.7 Mbps  Just now
Ubiquiti Networks 55% 149 40 MHz 5GHz US ajnfacfax/be 7 WPAZ/WPAS (P. 688.2 Mbps  Just now
Ubiquiti Networks 55% 149 40 MHz §GHz US alnfacfax/be 7 WPA2 (PSK) 688.2 Mbps  Just now
Ubiquiti Networks. 55% 149 40 MHz §GHz US ajnfacfax/be 7 WPA2 (PSK) 688.2Mbps  Just now

z

o
o
)
o

Ubiquiti Networks Just now

Ubiquiti Networks 56% aa 40 MHz §GHz US ajnjac/ax/be 7 WPA2 (PSK) 688.2 Mbps  Just now
Ubiquiti Networks 44% 40 40 MHz §GHz  US ajn/acfax/be 7 WPA2/WPA3 (P. 688.2Mbps  Just now
Ubiquiti Networks 64% " 20 MHz 24GHz US bjg/njax/oe 7 WPA2/WPA3 (P. 286.8 Mbps  Just now
Ubiquiti Networks 71% 6 20 MHz 24GHz  US big/njax/be 7 WPA2/WPA3 (P. 286.8 Mbps  Just now
Ubiquiti Networks 70% 6 20 MHz 24GHz  US bjginfax/be 7 WPA2 (PSK) 286.8 Mbps  Just now
Espressif 64% 6 20 MHz 24GHz  CN bjg WPA/WPA2 (PS. §4Mbps  Just now
Ubiquiti Networks 10% 6 20 MHz 24GHz BT blg/n 4 WPA2 (PSK) 2167 Mbps  Just now

8% 6 20 MHz 2.4 GHz bigin 4 WPA2 (PSK) 96.3Mbps  Just now
Cambium Networks 79% 1 20 MHz 24GHz BT bigin 4 WPA2 (PSK) 144.4Mbps  Just now
Ubiquiti Networks 30% 1 20 MHz 24GHz  US bjg/njax/be 7 WPA2/WPAS (P. 286.8 Mbps  Just now

Spectrum 2.4 / 5 GHz

UNII-2C

44
:8C:9B:9B, Ch. 44 @ 40 MHz




Summary

Success!

Challenges with IPv6 reliability of upstream link initially
— Happy-eyeballs meant only vémostly users noticed

Wi-Fi working extremely well

Conference users
— Did anyone notice we used vomostly?
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